LESSON 4

THE DRYAD NUMERAL CIPHERAUTHENTICATION SYSTEM

TASK:
Use the DRYAD Numeral Cipher/Authentication System



CONDITIONS:
Given Lesson 4 material, paper, pencil, and without supervision.



STANDARDS:
Demonstrate competency of task skills and knowledge by correctly responding to 70 percent of the multiple-choice test covering the use of the DRYAD system.


REFERENCES:
FM 24-35

Learning Event 1:

AUTHENTICATE INCOMING CALLS USING THE DRYAD SYSTEM.

1.  Transmission security (TRANSEC) measures (Figure 15) are those steps taken to protect transmissions from unauthorized interception, traffic analysis, direction finding, imitative deception, jamming, or other exploitation.  Any soldier who becomes a communicator, be it by way of radiotelephone or land line telephone, becomes responsible for taking the necessary measures to minimize the amount of information obtainable by the enemy.  The TRANSEC item contains a list of TRANSEC measures to be practiced at all times by all communicators.  This item also provides a TRANSEC checklist for use by radiotelephone operators.  Good TRANSEC is being maintained when all questions on the checklist can be answered in the negative.

2.  Essential elements of friendly information (EEFI) (Figure 16) are those intelligence items which, if made available to the enemy, could adversely affect the security of a specific operation, a command, an agency, or the nation.  In addition to a standing EEFI, a complete EEFI listing should be prepared for each operation and included in the appropriate operation order (OPORD). The EEFI should be made available to all communicators to make them aware of specific information that must be protected from enemy interception.  An EEFI listing is often presented to signal security support units in the form of questions which signals security (SIGSEC) personnel attempt to answer using only information divulged over US Army communications nets and circuits.  The EEFI is an aid which enables SIGSEC units to expedite their processing and reporting to the supported command.

3.  Authentication systems are designed to prevent unauthorized (enemy) stations from entering friendly radio nets to disrupt or confuse operations (Figure 17).  Authentication instructions contained in the SOI supplemental instructions explain the authorized methods of authentication and set forth situations requiring authentication.

4.  Numbered columns in the transmission authentication assignments (Figure 18) are assigned to specific units for their use. Spare columns of authenticators are maintained and their use is regulated by the controlling authority or his designated representative (signal officer).  The authentication instructions and assignments are to be used in conjunction with the authorized authentication systems (Figure 19).

5.  Item 117, DRYAD Numeral Cipher/Authentication System (Figure 20), provides specific instructions for using the DRYAD Numeral Cipher/Authentication System, KTC 1400 D (Figure 21).  Guidance on system issue and handling is also contained in this item.

Learning Event 2:

VALIDATE TRANSMISSION USING TRANSMISSION AUTHENTICATION

ASSIGNMENTS TABLE.

1.  Basic guidance relating to the issue and handling of key lists is contained in Item 119 (Figure 22).

2.  The operations code (OPCODE), Item 120 (Figure 23), provides a brief explanation of OPCODE issue, effective time periods, and encryption/decryption instructions.  These instructions are to be used with authorized/issued OPCODEs.
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